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HIPAA Business Associate Agreement

BUSINESS ASSOCIATE AGREEMENT

This BUSINESS ASSOCIATE AGREEMENT (this “Agreement”) is entered into by and
between you (“Covered Entity”’) and Avhana Health, INC (“Business Associate”), and shall be
effective the date of signing up for an account and using the services provided by Avhana Health
(the “Effective Date”) or such other mandatory compliance date as may be set for the Privacy
Rule enacted pursuant the Health Insurance Portability and Accountability Act of 1996, as
amended, and its implementing regulations (“HIPAA”), including 45 C.F.R. Parts

160 and 164 (“Privacy Rule”). All terms used in this Agreement and not defined herein which
are defined under HIPAA shall have the meanings set forth in the applicable definition under
HIPAA.

1. Scope. As of the Effective Date, this Agreement applies to all present and future
agreements between Covered Entity and Business Associate, pursuant to which Business
Associate receives from or receives or creates on behalf of, Covered Entity, protected health
information (each agreement, an “Applicable Agreement” and collectively, the “Applicable
Agreements”). As of the Effective Date, this Agreement, in addition to standing on its own,
automatically extends to and amends all Applicable Agreements in effect on the Effective Date.
This Agreement automatically shall be incorporated into all Applicable Agreements entered into
by and between Covered Entity and Business Associate after the Effective Date.

2. Use and Disclosure of Protected Health Information. Business Associate may not use or
disclose Protected Health Information (as defined in the Privacy Rule), received from, or
received or created on behalf of, Covered Entity, except as follows:

(a) Business Associate is permitted to use or disclose Protected Health Information as
permitted or required by this Agreement or as required by law.

(b) Business Associate is permitted to use or disclose Protected Health Information to
perform functions, activities and services for, or on behalf of, Covered Entity pursuant to an
Applicable Agreement, provided that such use or disclosure would not violate the Privacy Rule
if done by Covered Entity.

(c) Business Associate is permitted to use Protected Health Information for the proper
management and administration of the Business Associate or to carry out the legal
responsibilities of the Business Associate.

(d) Business Associate is permitted to disclose Protected Health Information for the proper
management and administration of the Business Associate, provided that (i) such disclosure is
required by law or (ii) Business Associate obtains reasonable assurance from the person or entity
to whom the Protected Health Information will be disclosed that it will remain confidential and
be used or further disclosed only for the specific purpose for which Business Associate disclosed
it to the person or organization or as required by law, and the person or entity will notify
Business Associate of any instance of which the person or organization becomes aware in which
the confidentiality of such Protected Health Information was breached.
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(e) Business Associate agrees to document such disclosures of Protected Health Information
and information related to such disclosures as would be required for Covered Entity to respond
to a request by an individual for an accounting of disclosures of Protected Health Information in
accordance with 45 C.F.R. § 164.528.

® Except as otherwise limited in this Agreement, Business Associate may use Protected
Health Information to provide Data Aggregation services to Covered Entity as permitted by 45
C.F.R. § 164.504(e)(2)(1)(B).

(2) Business Associate may use Protected Health Information to report violations of law to
appropriate Federal and state authorities, consistent with § 164.502(j)(1).

3. Safeguards. Business Associate agrees to use appropriate safeguards to prevent use or
disclosure of Protected Health Information received other than as permitted or required by
this Agreement.

4. Reporting of Disclosures of Protected Health Information. Business Associate will report to
Covered Entity any use or disclosure of PHI not permitted under this Agreement, Breach of
Unsecured PHI or any Security Incident, without unreasonable delay, and in any event no
more than thirty (30) days following discovery. The Parties acknowledge and agree that this
Section constitutes notice by Business Associate to Covered Entity of the ongoing existence
and occurrence of attempted but Unsuccessful Security Incidents. “Unsuccessful Security
Incidents” will include, but not be limited to, pings and other broadcast attacks on Business
Associate’s firewall, port scans, unsuccessful log-on attempts, denials of service and any
combination of the above, so long as no incident results in unauthorized access, use or
disclosure of PHI. Business Associate’s notification to Covered Entity of a Breach will
include: (i) the identification of each individual whose Unsecured PHI has been or is
reasonably believed by Business Associate to have been accessed, acquired, or disclosed
during the Breach; and (ii) any particulars regarding the Breach that Covered Entity would
need to include in its notification, as such particulars are set forth in 45 C.F.R. § 164.404. A
Security Incident, for the purpose of this Section 4 does not include attempted or successful
unauthorized access, use, disclosure, modification, or destruction of information or
interference with Business Associate’s corporate information system.

5. Agreement by Third Parties. Business Associate shall ensure, to the extent required by law,
that any of its agents, including, but not limited to, subcontractors, to whom it provides
Protected Health Information received from, or created or received by Business Associate on
behalf of Covered Entity, agree to substantially the same restrictions and conditions that
apply to Business Associate under this Agreement with respect to such Protected Health
Information.

6. Access to Protected Health Information. Business Associate shall provide access, at the
request of Covered Entity, to Protected Health Information in a designated record set (as
defined in the Privacy Rule), to Covered Entity, or as directed by Covered Entity, to an
individual in order to meet the requirements of 45 C.F.R. § 164.524. If an individual makes a
request for access pursuant to 45 C.F.R. § 164.524 directly to Business Associate, or
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inquiries about his or her right to access, Business Associate will either forward such request
to Covered Entity or direct the individual to Covered Entity.

Amendment of Protected Health Information. Business Associate agrees to amend Protected
Health Information in a designated record set that Covered Entity directs or agrees to
pursuant to 45 C.F.R. § 164.526 at the request of Covered Entity or an individual. Covered
Entity shall notify Business Associate in writing of any amendment agreed to by Covered
Entity with respect to any Protected Health Information.

Accounting of Disclosures. At the request of Covered Entity, Business Associate shall make
available the information required to provide an accounting to an individual of disclosures of
Protected Health Information about that individual, in accordance with 45 C.F.R. § 164.528.

Availability of Books and Records. Business Associate shall make its internal practices,
books and records relating to the use and disclosure of Protected Health Information received
from, or created by Business Associate on behalf of Covered Entity, available to the
Secretary of the Department of Health and Human Services (“HHS”) or any other officer or
employee of HHS to whom the applicable authority has been delegated, as designated by
HHS, for purposes of determining Covered Entity’s compliance with the Privacy Rule.

Minimum Necessary Disclosure. Business Associate will request, use, and disclosure the
minimum amount of PHI necessary to accomplish the purpose of the request, use, or
disclosure, in accordance with 45 C.F.R. § 164.514(d) and any amendments thereto.

Obligations of Covered Entity. Covered Entity shall promptly notify Business Associate in
writing of (a) any limitation(s) in its notice of privacy practices in accordance with 45 C.F.R.
§ 164.520, to the extent that such limitation may affect Business Associate’s use or
disclosure of Protected Health Information; (b) any changes in, or revocation of, permission
by an individual to use or disclose Protected Health Information, to the extent that such
changes may affect Business Associate’s use or disclosure of Protected Health Information;
(c) any amendments to Protected Health Information in a designated record set in accordance
with 45 C.F.R. § 164.526; and (d) any restriction to the use or disclosure of Protected Health
Information that Covered Entity has agreed to in accordance with 45 C.F.R. § 164.522, to the
extent that such restriction may affect Business Associate’s use or disclosure of Protected
Health Information. Covered Entity will provide such notice no later than fifteen (15) days
prior to the effective date of the limitation, change, amendment, or restriction. Covered
Entity shall not request Business Associate to use or disclose Protected Health Information in
any manner that would not be permissible under the Privacy Rule if done by Covered Entity
except that Business Associate may use or disclose Protected Health Information for data
aggregation or management and administrative activities of Business Associates. If Business
Associate reasonably believes that any restriction agreed to by Covered Entity pursuant to
this Section may materially impair Business Associate’s ability to perform its obligations
under the Applicable Agreement(s) of this BAA, the Parties will mutually agree upon any
necessary modification of Business Associate’s obligations under such agreements.

Termination. In the event that Business Associate breaches any material provision contained
in this Agreement, Covered Entity shall give Business Associate at least 10 days’ written
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notice to cure the breach. In the event that Business Associate fails to cure the breach within
the specified period, Covered Entity may or terminate this Agreement and/or any and all of
the Applicable Agreements which relate to the breach.

13. Return or Destruction of Protected Health Information upon Termination. Upon termination
of any of this Agreement and/or all of the Applicable Agreements, Business Associate shall
return or destroy all Protected Health Information received from Covered Entity, or created
or received by Business Associate on behalf of Covered Entity. Business Associate shall not
retain any copies of such Protected Health Information. However, in the event that Business
Associate determines that it is not feasible for Business Associate to return or destroy such
Protected Health Information, Business Associate shall notify Covered Entity. The terms and
provisions of this Agreement shall survive termination of this Agreement and any or all of
the Applicable Agreements with regard to such Protected Health Information, and such
Protected Health Information shall be used or disclosed solely for such purpose or purposes
that make the return or destruction of such Protected Health Information infeasible. This
provision shall apply to Protected Health Information that is in the possession of
subcontractors or agents of Business Associates.

14. Effect. The terms of this Agreement shall supersede any other conflicting or inconsistent
terms in any and all Applicable Agreements to which this Agreement applies, including all
exhibits or other attachments thereto and all documents incorporated therein by reference.
Except as modified by this Agreement, all other terms of the Applicable Agreements shall
remain in force and effect.

15. Amendment. The parties agree to amend this Agreement, such amendment to be in form and
substance reasonably acceptable to each party, to the extent necessary to allow either party to
comply with the Privacy Rule, the Standards for Electronic Transactions (45 C.F.R. Parts
160 and 162), and the Security Standards (45 C.F.R. Part 142) including any changes
required by the American Recovery and Reinvestment Act of 2009 (“HITECH Act”). All
amendments to this Agreement must be documented in a writing signed by both parties.

16. No Third-Party Beneficiaries. Nothing expressed or implied in this Agreement is intended to
confer, nor shall anything confer, upon any persons other than Covered Entity and Business
Associate, and their respective successors and assigns, any rights, remedies, obligations or
liabilities whatsoever.

17. General Provisions.

(a) This Agreement shall be governed in all respects, whether as to validity, construction,
capacity, performance or otherwise, by the laws of the State of Delaware and applicable Federal
laws.

(b) All notices or communications required or permitted pursuant to the terms of this
Agreement shall be in writing and will be delivered in person or by means of certified or
registered mail, postage paid, return receipt requested, to such Party at its address as set forth
below, or such other person or address as such Party may specify by similar notice to the other
party hereto, or by facsimile with a hard copy sent by mail with delivery on the next business
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day. All such notices will be deemed given upon delivery or delivered by hand, on the third
business day after deposit with the U.S. Postal Service, and on the first business day after
sending if by facsimile.

As to Business Associate:

M. Jason Brooke, Esq.
General Counsel

1007 N. Orange St., Suite 400
Wilmington, DE 19801

(c) If any provision of this Agreement shall be held invalid or unenforceable, such invalidity
or unenforceability shall attach only to such provision and shall not in any way affect or render
invalid or unenforceable any other provision of this Agreement.

(d) The waiver by either Party of a breach or violation of any provision of this Agreement
shall not operate as, or be construed to be, a waiver of any subsequent breach of the same or
other provisions of this Agreement.

(e) This Agreement may be executed in any number of counterparts, all of which together
shall constitute one and the same instrument.

6] This Agreement shall be binding upon and inure to the benefit of the parties hereto and
their respective successors and assigns. Neither Party shall assign or delegate its rights, duties, or
obligations under this Agreement, without the prior written consent of the other Party.

(2) In the performance of the duties and obligations of the Parties pursuant to this
Agreement, each of the Parties shall at all times be acting and performing as an independent
contractor, and nothing in this Agreement shall be construed or deemed to create a relationship
of employer and employee, or partner, or joint venture, or principal and agent between the
Parties.

(h) A reference in this Agreement to a section in the Privacy Rule means the section as in
effect or as amended, and for which compliance is required.

(1) Any ambiguity in this Agreement will be resolved to permit Business Associate to
comply with the Privacy Rule. If any express term of this Agreement conflicts with the
Applicable Agreement(s), then this Agreement, if applicable, will control as to that term, but
only to the extent of an express ambiguity. The Applicable Agreement(s) will control in all other
instances, including, without limitation, remedies, limitation of liability, limitation of remedies,
warranties, disclaimer of warranties, governing law, venue, and relationship of the Parties.



